Information and support (taken from Keep Children Safe in Education September

2020)

There is a wealth of information available to support schools, colleges
and parents/carers to keep children safe online. The following list is not
exhaustive but should provide a useful starting point:

Advice for governing bodies/proprietors and senior leaders

[]
H

Childnet provide guidance for schools on cyberbullying

Educateagainsthate provides practical advice and support on protecting

children from extremism and radicalisation

London Grid for Learning provides advice on all aspects of a school or
college’s online safety arrangements

NSPCC provides advice on all aspects of a school or college’s
online safety arrangements

Safer recruitment consortium “guidance for safe working practice”, which
may help ensure staff behaviour policies are robust and effective

Searching screening and confiscation is departmental advice for
schools on searching children and confiscating items such as
mobile phones

South West Grid for Learning provides advice on all aspects of a
school or college’s online safety arrangements

Use of social media for online radicalisation - A briefing note for schools
on how social media is used to encourage travel to Syria and Iraq

UK Council for Internet Safety have provided advice on sexting-in-
schools-and-colleges and using-external-visitors-to-support-online-
safety-education

Remote education, virtual lessons and live streaming

[]

Case studies on remote education practice are available for schools to
learn from each other

Departmental guidance on safequarding and remote education including
planning remote education strategies and teaching remotely

London Grid for Learning guidance, including platform specific advice

National cyber security centre guidance on choosing, configuring and
deploying video conferencing



http://www.childnet.com/cyberbullying-guidance
http://www.educateagainsthate.com/
https://www.lgfl.net/
https://learning.nspcc.org.uk/research-resources/schools/e-safety-for-schools
https://www.saferrecruitmentconsortium.org/
http://www.gov.uk/government/publications/searching-screening-and-confiscation
http://www.swgfl.org.uk/
https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings
https://www.gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings
https://www.gov.uk/government/collections/case-studies-remote-education-practice-for-schools-during-coronavirus-covid-19
https://www.gov.uk/guidance/safeguarding-and-remote-education-during-coronavirus-covid-19
https://coronavirus.lgfl.net/safeguarding
https://www.ncsc.gov.uk/guidance/video-conferencing-services-security-guidance-organisations

1 National cyber security centre guidance on how to set up and
use video conferencing

1 UK Safer Internet Centre guidance on safe remote learning

Support for children

(] Childline for free and confidential advice

1 UK Safer Internet Centre to report and remove harmful online content

1 CEOQOP for advice on making a report about online abuse

Parental support

1 Childnet offers a toolkit to support parents and carers of children of any
age to start discussions about their online life, to set boundaries around
online behaviour and technology use, and to find out where to get more
help and support

1 Commonsensemedia provide independent reviews, age ratings,
& other information about all types of media for children and
their parents

1 Government advice about protecting children from specific online harms
such as child sexual abuse, sexting, and cyberbullying

1 Government advice about security and privacy settings, blocking
unsuitable content, and parental controls

71 Internet Matters provide age-specific online safety checklists, guides on
how to set parental controls on a range of devices, and a host of practical
tips to help children get the most out of their digital world

1 Let’s Talk About It provides advice for parents and carers to keep
children safe from online radicalisation

1 London Grid for Learning provides support for parents and carers to
keep their children safe online, including tips to keep primary aged
children safe online

1 Lucy Faithfull Foundation StopltNow resource can be used by parents and
carers who are concerned about someone’s behaviour, including
children who may be displaying concerning sexual behaviour (not just
about online)

1 National Crime Agency/CEOP Thinkuknow provides support for
parents and carers to keep their children safe online



https://www.ncsc.gov.uk/guidance/video-conferencing-services-using-them-securely
https://swgfl.org.uk/resources/safe-remote-learning/
https://www.childline.org.uk/?utm_source=google&utm_medium=cpc&utm_campaign=UK_GO_S_B_BND_Grant_Childline_Information&utm_term=role_of_childline&gclsrc=aw.ds&&gclid=EAIaIQobChMIlfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds
https://reportharmfulcontent.com/
https://www.ceop.police.uk/safety-centre/
https://www.childnet.com/parents-and-carers/parent-and-carer-toolkit
http://www.commonsensemedia.org/
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/guidance/covid-19-staying-safe-online
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.ltai.info/staying-safe-online/
http://www.lgfl.net/online-safety/
https://www.stopitnow.org.uk/
http://www.thinkuknow.co.uk/

Net-aware provides support for parents and carers from the NSPCC
and O2, including a guide to social networks, apps and games

Parentzone provides help for parents and carers on how to keep their
children safe online

Parent info from Parentzone and the National Crime Agency provides
support and guidance for parents from leading experts and organisations

UK Safer Internet Centre provide tips, advice, guides and other
resources to help keep children safe online



https://www.net-aware.org.uk/
https://parentzone.org.uk/
https://parentinfo.org/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers

