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Today’s objectives

To share the picture of online safety at Red Oaks and
the profile of our children.

To celebrate the benefits of technology in our
children’s lives.

To share our views on proactive digital parenting and
what this looks like.

To inform parents of key risks at the current time for
primary aged children.

To share resources and signpost where to get further
support from.

To find out how we can help you and your children
stay safe in this digital world.



What worries you about your child
being online? What do you want
from today’s session?



New Computing Scheme of Work

The new national curriculum for computing has been developed to equip young
people with the foundational skills, knowledge and understanding of computing
they will need for the rest of their lives.

It focuses on:
— Learning how computers and computer systems, including the Internet work.
— The opportunities computing offers for communication and collaboration.

— Using search technologies effectively and supporting them to become
discerning in evaluating digital content and its reliability.

— Selecting, using and combining a variety of software on a range of digital
devices to design and create a range of programs, systems and content to
collect, analyse, evaluate and present data and information.

— Using technology safely, respectfully and responsibly; recognising
acceptable/unacceptable behaviour and identifying a range of ways to report
concerns about content and contact.
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What do you think the majority of
Key Stage children at Red Oaks are
using technology/the internet for?



Our KS2 children: use of Technology

e Tablets (71%), SMART TV’s (70%) , games consoles (68%) and laptops (62%) are the
most popular form of internet use outside of school. Almost half use a desktop
computer and almost one third an e-book reader. Over half use the internet on a
mobile phone.

e 30% of children are spending more than 3 hours on a games console a day, 25% on
an ipad and 24% a Smart TV.

Do you use any of the the following?
{you can select multiple answers)

* It appears our children are mainly using the internet for watching videos/creating
content, gaming, text, photo and video messaging and child-friendly social
networking sites. Only 6% are on Facebook and 4% on Twitter.

* 90% do not have an account/friends on social networking sites such as Facebook,
Snapchat, Instagram and Twitter.
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What is online safety about?

- Empowering children
to keep themselves
safe when online....

 Encouraging them to
be responsible users
of the technology....
sy
» Engaging childrento | s
recognise the risks
and benefits of
online communication







We also share data without even meaning to...

75% Of Mobile Apps Want Access To User Data

Parcentage of apps seeking permission to access the following data

=
.l
=

32% 16 13% 10% Q0

l‘l; n & ® »

Location Device 1D Other user Camera Contacts Call log
dCCAUNS
S0 4% 2%

5% of all sampled apps
seeked permission to
access at least ane of the
listed items

Microphone Messages Calendar

Check out your apps! Your location 24/7 access can be sold!



The ‘Net effect’

How the Internet changes the equation...
« Disinhibition: Lack of visual cues reduces empathy

» Persistence & searchability: A permanent easily
searchable archive

 Replicability: ability to copy and paste from anywhere, to
anywhere in a split second

 Scalability: high potential visibility
« Invisible audiences: you never know who's watching
 Blurring of public and private: boundaries not clear

Source: Danah Boyd: Taken out of Context, 2008




so you got

naked
online..

So you got naked online...
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I can stay on Facebook if I..

1. Only add people T know. Check with
Mum if not my actual friend.

2. Only look at appropriate sites and
games. It'sfine to be curious but ask |

Mum first.

3. Am friends with Mum and let Mum
have my password.

4. Keep my security settings high.

5. Keep my personal information private.

Signed:
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NSPCC Netaware
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Most parents love sharing photos of their children with friends and family. But remember -
pictures you share online could be out there for ever. Learn how to protect your child whilst
staying social.

Are you a ‘sharent’? Concerned?

For many children online life begins before birth, when their excited parents-to-be post ultrasound
images on social media. According to a recent poll, the average parent will share their child's image
anline nearly 1000 times before their fifth birthday (The Parent Zone. 2015). For parent bloggers the
total is likely to be double that, or more

not quite right. it's
ontk fe side and find out m

Sharing pictures of your

\
\




» What can you do? What'’s its purpose? - Functions of the site
or technologies — picture sharing? Chat? Webcam? IM?

» |s there a parent/carer section?
» How do you report a problem?
» Can the account/profile be made private?

» Does it have any parental controls? E.g. time limitations, how
much money is spent, emails sent to your account?

Join yourself & see what all the fuss is about! Always remember
that nothing online is 100% safe — there is always the potential
for misuse either by adults/children.



02 and NSPCC Online Safety helpline

Some issues are easier to talk through. 50 we've set up a free helpline to help
you keep children safe online. Call us on 0808 800 5002. You can get advice from
our experts on anything you're not sure about, including:

* Setting up parental controls on your computer or other devices

* Help adjusting privacy settings

» Understanding social networks

* Concerns about online gaming
Protecting kids What to share Strangers online
o S e Y |

® Find out more © Find out more ® Find out more

02 & NSPCC Online ——
Eafew I"IE.| p | | ne Know the signs of bullying

and where it can happen.

Online addicti@ Downloading

Keep an eye on how mugh Show your kids how to
time's spent online. J = legally get hold of content)

Get free online safety help. Gall
(=08 200 5002, seven days a week.

© Find out more © Find out more © Find out more
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Social Networks

Find out more about the safety features available on these popula Safer Internet Centre

networks.

Ask.fm

OSKfm e

Bk Disney Club Penguin
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ﬂ https:/fwwow.internetmatters.org/social-media/ L~-ac ﬂ Social Media Tips for Parent... %

aying Safe- Cyber Ment... [} http--eprints.lse.ac.uk-52... m https--www.lse.ac.uk-me... T[] The Enormous Crocedile ... 12 Scheme of Work for Stude... ‘ Online Math Games for Ki... @ Le

you have open and honest conversations with them about using social media,
from posting selfies to chatting and online gaming.

Select the social media concern most relevant to you and reveal the tip

Too much time on social
media

Inappropriate selfies

¢ .
dis affected by : : personal
content online  °




Our KS2 children & cyberbullying

If they were cyberbullied, it would be a parent that they were most likely to tell
(54%).

When cyberbullied recently, 20% didn’t tell anybody, 13% told another adult
outside school, 7% a friend, 6% a teacher and 0% another adult in school.

The number of children being cyberbullied continues to drop — 8% compared to
12% in 2013 and 15% in 2011.

58% of these children were bullied on online games, 14% via email, 8% by text,
instant messaging or a social networking site.
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Our KS2 children: staying safe online

The number of children who have met someone in real life that they’ve only met
online before — either with a friend, parent or alone has remained static at

between 17/18% for the last 4 years. 6% have met a stranger alone that they met
online and 7% took a friend. That’s 27 children in total this year.

HEY, | Love cHeese
Lers meeT ue! ’
Hi! I'M A LONELY mousE

STAY

LeckiING FoR A FRIEND TO AFE; g(
[ MY CHEESE WITH.., -

s REMEMEBER.

{ YOU CAN'T TRAST EVERYONE s
ON THE INTERNET! BE AWARE!




Dongle’s Guide To Be Smart

Daddy Penguin helped Smartie to
get back on to his game and
everything was fine again.

“Help!” shouted Smartie, “"Daddy Penguin please
help! I'm trying to find my game but it has
disappeared!”

s e
— . .
> The Pirate’s Donut

“Smartie” replied Daddy Penguin, “You are a
SUPERSTAR! You did just the right thing by asking
for help and not trying to find the website by
yourself.” & 2

Can you guess A Magda and Mo click or tell story
Smartie was d

Aftera bumpy flight they landed outside
* ShySheep’s cortage: Digiduck peered
inside and saw his best friends
gathered together.

Cool.cow had
brought a game that
they all wanted to play.

‘Why am I not there?’
asked Digiduck, coi ed
‘We always play rogether”
‘Unfortunately you haven
been invited,’ replied Wisd

ﬂ 4 = -,
e “
The game looked a {=* é [ WO
awesome with dragons O PO C ‘\‘:C/
and knights, and Webste: .
was dazzled by the
twinkling lights.




Clare Owens

Il Us Online v2 - Our Online World (K523) - @ Roar Educate Ltd 2009 -0 ll
File wiew Cantrol Help

Frag

can u help me kill this boss?

gimme a break - bn playing 7
hours flat out

Special Education
Nesads
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#ERED OAKS PRIMARY SCHOOL

Welcome | Retum to the main Children Children Children Menu |

Staying Safe/ Cyber Mentors - Cyber Mentors/ E-safety for the Kids

Children Children Staying Safe : Helping Mums and Dads T Cyber Mentors/
Children for Kids keep their kids safe E-safety for Kids
.L_ L—
[ About Cyber Mentors || Diginews || E-safety Fun | E-safety Children's Work/ Cyber Mentor Web Pages |
E-safety Fun

Parents

Awards, Ofsted
and Resulis We want to keep you all safe, help yourself by learning the following rules:

Test and improwve your e-safe know how with these great websites:

If you have any suggestions of additional links we could add to this page, please e-mail drs Owens

T ¥YHIR Y1/203 Y4/5/6
[I arent Pay ] If you're worried, tell an adult SID's Top Tips Zip it Block It, Flag It
[Siaﬂ' & Governor ] Pl . FOLLOW THE
Area CODE TO STAY
SAFE OMLIME

For the Inspecior

[BBC Stay Safe |[the SMART internet rules — perfect for younger children |
[Child Net |[watch cartoon videos to help reinforce the SMART rules! |
[Thinl-: L Know K51 ][h’.&y Stage 1, watch the Hector's World cartoons whilst learning how to stay safe online ]
[Net smart Kids ][tnns of zongs and games to develop your e-safety knowledae ]
[Thinl-: U Know KS2 ][K&y' Stage 2, visit the Cyber cafe to demonstrate your e-knowhow! ]

|

[Kid Smar K57 |1 nts to leam — for Key Stane 7







? CEOP REPORT
ceoppolice.uk |

REPORT
cyber@redoaks.swindon.sch.uk ABUSE













Monitoring



How can they help?

» Block sites that are not age appropriate
» limit inappropriate and illegal material
» Set timings — automatic switch off at bedtime

» Monitor activity
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You can put password protected safe search on Google,
including on mobile phones.



Google Safety Center G

Home Foreveryone For families Safety tools Partners  Resources

You can visit Google’s informative safety
centre for simple step by step guides -
www.google.com/familysafety/tools




Empower and simplify your family’s digital life

Sign in to your Microsoft account to set up and manage your family’s digital life across Windows PCs, Xbox and mobile devices. Share what's
important to you with your family.

Bt Microsoft
Family Safety Software
o 58

Shopping that stays inside smart Find your kids on a map A window into their digital life Set good screen time habits
limits

MNo mare “where are you?” when kids Activity reports let you check up on your Together, you can talk about good habits
Kids can get what they want with the have their Windows phones turned on. kids' online activity. If you need to, you and set limits on how much time they
money that you add to their Microsoft Adults in the family can use their phones can block specific apps, games or can spend in front of their screens.

accounts. They won't need your credit to make sure that their kids are OK. websites.

card, and we won't let them buy stuff
that's too old for them.

When you sign in, you can:

View all family members Set your child's permissions for websites,
games, apps and films
Add a family member
Set up allowances
Remove a family member
Find your child’s email address
View your child's activity
Choose what info your children can share
Manage your child's online activities and with people online

safety
Manage your child's allowed screen time



What do you want to protect?

My Children Protect Your Children!

from adult content & risky interactions
An open Internet is unsafe for children and parenting in this

digital age is difficult. We provide tools for parents to control

My Self _ unwanted content and provide a safe Internet for your family.

BRI e nptalion= http://www1.k9webprotection.com
K9 Web Protection is a free Internet filter and parental conirol

My Computer software for your home Windows or Mac computer. K9 puts YOU

from =pyware & malware in control of the Internet so you can protect your kids.

My Organization [ LEARN MORE ] [ FREE DOWNLOAD ]

from adventurous users or threats

Download for: Windows | MacOS | iPhone, iPod, iPad | Android

News & Events K9 Web Protection Features Awards for K9

K9 for i05 Updated ¢ Block web sites in more than 70 categories, including pormography,
. Seta for Deskion gambling, drugs, viclencefhatefracism, malware/spyware, phishing iial
— . ; » Force SafeSearch on all major search engines famnily friendly filter

¢ Set time restrictions to block web access during designated times

¢ Configure custom lists for "always allow™ and "always block"

.
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Trust the enhanced anti-tampering, even children can't break

F View easy reports to monitor and control web activity

h
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¢ Real-time categorization of new adult and malicious sites

4 ¢ Best free parental contrelz softwarefinternet filter available
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¢ Compatible with Windows or Mac machines

The Matioral
Parenting Cenier

te to Protect Kids in the Web 2.0 Download for free now By e




Tonight...

Talk to your child about the sites they use. Ask:
What are your favourite online sites?

What do you enjoy most? Why is that a fun site?
What do you think could go wrong?

How would you react if things got out of control?

Let them know that you understand that
situations happen online and that seeing ‘adult’
material can make them feel uncomfortable.
Make sure they know that you are there to help.




